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1
PROCESSING A METRIC OF A
COMPONENT OF A SOFTWARE-DEFINED
NETWORK

BACKGROUND

Entities can maintain networks with one or more connec-
tions to the Internet and/or Intranet. Networks can include a
plurality of resources connected by communication links,
and can be used to connect people, provide services—both
internally and externally via the Internet and/or Intranet—
and/or organize information, among other activities associ-
ated with an entity. An example network can include a
software-defined network (SDN).

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1-2 illustrate examples of systems according to the
present disclosure.

FIG. 3 is a flow diagram of an example of an environment
for processing metrics of components of a SDN according to
the present disclosure.

FIG. 4 is a flow diagram of an example of an environment
for processing a metrics of components of a SDN according
to the present disclosure.

FIG. 5 illustrates a flow chart of an example of a method
for processing metrics of components of a SDN according to
the present disclosure.

DETAILED DESCRIPTION

An entity may desire to track metrics for a variety of
reasons. Metrics can be tracked to identify failure, ambigui-
ties, and/or operating characteristics of trends of a network,
systems attached to the network, or program instructions
(e.g., applications) running on those systems, among other
purposes. A metric, as used herein, can include a property
and/or metadata of the measured network, systems, and/or
program instructions. Example metrics can include cumu-
lative measures of an event occurrence, storage consumed
by metric data, number of hops, speed of path, packet loss,
latency, path reliability, path bandwidth, CPU consumption,
and/or memory consumption, among other metrics.

A SDN can include a form of network virtualization in
which the control plane is separated from the data plane and
is implemented in a software application. For instance, a
SDN can include a controller. The controller can include a
virtual and/or physical component that is designated and/or
designed to exercise control over traffic in the network. The
controller can maintain a set of network policies and net-
work knowledge for routing and programming a flow table
of network traffic. For instance, the controller can be in
communication with a plurality of network devices in the
network, such as switches, routers, bridges and/or other hops
in the network, to manage network traffic. The controller can
direct network traffic via a communication protocol with the
plurality of network devices, and/or the network traffic can
pass directly through the network controller.

Current SDNs can include components within a controller
and components external to a controller. A component, as
used herein, can include program instructions or a combi-
nation of hardware (e.g., network devices) and program
instructions. Tracking metrics of the component external to
the controller can occur using the external component (e.g.,
an application/node) to self-track. However, the controller
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may be unable to process all metrics across the SDN as the
controller may be unaware of metrics tracked by the external
components.

In contrast, examples of the present disclosure can process
metrics globally across a SDN using a common metric
service. The metric service can be used by SDN applica-
tions. The SDN applications may have components that are
internal and/or external to the controller. The metric service
can allow such components, irrespective of their location
relative to the controller, to register metrics of various types
with the metric service. The metric service can process
metrics of a component external to the controller using a
metric proxy. Thereby, an external component does not have
to track and/or save data relevant to the metrics. The external
component can request a metric be created by communicat-
ing with the metric proxy and can send tracked metric values
to the metric proxy.

The metric service can save an instance of each metric and
a unique identifier associated with each of the metrics. The
unique identifier allows the metric service and/or compo-
nents to identify the metric during subsequent updates of the
metric value. The updates may be done with any frequency
and at regular or irregular intervals. Metric values can be
saved as time series data. For instance, the metric service can
periodically summarize metric values and persist the sum-
marized values to disk as time series data. The time series
data may be retrieved by other applications that wish to
analyze it. Thus, metrics of the SDN and attached systems
can be centrally processed and synchronized by the same
predefined periods of time. Additional examples, advan-
tages, features, modifications and the like are described
below with reference to the drawings.

FIGS. 1-2 illustrate examples of systems 100, 208 accord-
ing to the present disclosure. FIG. 1 illustrates a diagram of
an example of a system 100 for processing a metric of an
external component according to the present disclosure. The
system 100 can include a data store 101, metric processing
system 102, and/or a number of engines 103, 104. The
metric processing system 102 can be in communication with
the data store 101 via a communication link, and can include
the number of engines (e.g., metric proxy engine 103 and
metric service engine 104). The metric processing system
102 can include additional or fewer engines than illustrated
to perform the various functions described herein.

The number of engines 103, 104 can include a combina-
tion of hardware and programming that is configured to
perform a number of functions described herein (e.g., pro-
cess a metric of an external component). The programming
can include program instructions (e.g., software, firmware,
etc.) stored in a memory resource (e.g., computer readable
medium, machine readable medium, etc.) as well as hard-
wired program (e.g., logic).

The metric proxy engine 103 can include hardware and/or
a combination of hardware and programming to create a
descriptor object in response to a request for a metric from
a component external to a controller of a SDN. The metric
proxy engine 103 can notify the metric service engine 104
of the created descriptor object. An object, as used herein,
can include a location in memory having a value and
referenced by an identifier. The created descriptor object can
include the identification metadata of the metric. The con-
troller can include a SDN network controller, as discussed
further herein.

Identification metadata can include, but is not limited to,
a component 1D, primary tag, secondary tag, and metric
name. For instance, component 1D can identify the compo-
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nent requesting the metric. The primary and secondary tags
can be provided as a means of grouping metrics for a specific
component.

In various examples, an external component engine can
send the request for the metric to the metric proxy engine
103 using an application program interface (API). An API,
as used herein, can include a specification that can be used
as an interface by program instructions (e.g., components,
services, etc.) to communicate. The external component
engine can include hardware and/or a combination of hard-
ware and programming to perform operations of the external
component. For instance, the external component engine can
send an API call to the metric proxy engine 103. The API
call can include the identification metadata for the requested
metric.

The metric service engine 104 can include hardware
and/or a combination of hardware and programming to
create a metric instance using the descriptor object and
register a unique identifier associated with the metric in
storage of the SDN. For instance, registering the unique
identifier can include mapping identification metadata of the
metric to the unique identifier. The instance of the metric and
the unique identifier can be saved in storage of the SDN. For
example, the metric instance and/or the unique identifier can
be saved in storage (e.g., persisted in memory) of the
controller. Although examples in accordance with the pres-
ent disclosure are not so limited and the metric instance
and/or the unique identifier can be saved in storage external
to the controller. In such an example, the metric service
engine 104 and/or the metric proxy engine 103 can be
located on a component of the SDN that is external to the
controller.

The metric instance saved can, for instance, include a
created object for the metric (e.g., an object containing
descriptor information and/or other metadata of the metric,
as discussed further herein). For instance, the metric
instance can include an object in storage (e.g., RAM) that
tracks value updates of the metric, as discussed further
herein. The metric instance can be referred to, for instance,
as a metric descriptor. The unique identifier registered can be
sent to the external component using the metric proxy
engine 103. For instance, the metric proxy engine 103 can
return the unique identifier registered (e.g., assigned) to the
new metric as part of its return (e.g., to the external
component) to the API call that requested creation of the
metric (e.g., the API call from the external component
requesting the creation of the metric).

In various examples, the metric service engine 104 can
create the metric instance. For example, using the descriptor
object created by the metric proxy engine 103 at the behest
of an external component, the metric service engine 104 can
create the metric instance. The descriptor object can corre-
spond to the type of metric requested by the external
component and the metric type can correspond to a descrip-
tor type and a metric descriptor builder type. A metric
descriptor builder can include program instructions of a
design pattern that allow most fields of a metric descriptor
to default to commonly-used values. The metric descriptor
type can specify values for the fields of the metric descriptor
builder that are to differ from default values.

In a number of examples, the external component engine
can update a value of the metric. For instance, the external
component engine (and/or a component internal to the
controller) can send an API call to communicate a value of
the metric to the metric proxy engine 103. The call can
include the value of the metric and the unique identifier of
the metric instance/metric to be updated. The value can
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include an updated and/or non-updated value, for instance.
The metric proxy engine 103 can update the instance of the
metric with the value in response to the received API call.
The external component engine can send a value of the
metric and the unique identifier of the metric instance to be
updated at a predefined period of time, when the value is
changed, and/or randomly, among other times. The metric
service engine 104 can, for instance, time stamp the value
sent from the external component engine with a current time
of the controller when the value is received from the metric
proxy engine 103.

The metric service engine 104, in various examples, can
save the time stamped value of the metric (e.g., in storage of
the controller) at a predefined period of time. For instance,
a time stamped value for each existing metric instance
within storage of the SDN (e.g., within the controller) can be
saved at the predefined period of time. That is, the pre-
defined period of time can include a summary interval for
which values of each metric are tracked by the controller
and/or the SDN are summarized. The summarized values
can be persisted (e.g., stored as data in non-volatile storage
such as a hard drive or flash memory). Without persisting the
data the value would exist only in random-access memory
(RAM) of the controller and/or other component of the SDN
and may be lost when the RAM loses power. Thereby, prior
to persisting the updated time stamped value at the summary
interval, the updated time stamped value saved by the metric
proxy engine 103 is stored in RAM.

Saving a summarized value for each metric tracked by the
controller and/or other component of the SDN at predefined
periods of time can synchronize the values of metrics
tracked. Thus, metrics of the SDN and attached systems can
be centrally processed and synchronized by the same pre-
defined periods of time. The summarized values can be
saved as time series data. The time series data may be
retrieved by other applications that wish to analyze it, and
information is persisted along with the summarized values
that permits the requestor to either analyze the raw summa-
rized values that are returned or normalize them as rates.
Because the metric values of a plurality of metrics tracked
are all synchronized, troubleshooting across the plurality of
metrics tracked can be more efficient than when the values
are not synchronized.

Although the example of FIG. 1, illustrates using a metric
proxy engine 103, examples in accordance with the present
disclosure are not so limited. In a number of examples, the
metric service engine 104 can receive a request for a metric
from an internal component of the controller and can create
a metric instance in response the request. The request can
include a descriptor object, for example.

In various examples, the metric service engine 104 can
save the persisted data (e.g., summarized values saved in
non-volatile storage of the controller) based on how many
values (e.g., data points) for the metric are received during
the summary interval, and when the values were received for
at least one existing metric instance of a plurality of existing
metric instances. For example, in some instances, a sum-
marized metric value may appear unusually low or high
when compared to the summarized values from other sum-
mary intervals until it is understood that the summarized
value in question was gathered for a shorter or longer time
span than the nominal length of the summary interval. The
time span for the metric value may be used to normalize the
metric values to eliminate disparities in absolute value
computed for various summary intervals. For instance, for a
metric, the normalized value for the summary interval can be
computed by dividing the summarized value of the metric



US 9,454,575 B2

5

during each summary interval by the time span for the metric
corresponding to each summary interval. The time span for
a summary interval is simply a measurement of how much
time during the summary interval the summarized values
actually represent. For example, a metric can have a sum-
mary interval of 60 seconds; if its value is updated once at
the start of the interval and then again 20 seconds later, its
time span can be 20 seconds because the value during the
last 40 seconds of the summary interval is unknown. During
the subsequent 60 second summary interval, if the value is
again updated 55 seconds into that subsequent interval, the
time span reported for the value during the second summary
interval can be 95 seconds (the last 40 seconds from the first
interval plus the first 55 seconds from the second interval).

In accordance with some examples, the metric service
engine 104 can delete data stored (e.g., persisted data),
including the instance of the metric and/or time stamped
values of the metric, after a threshold period of time (e.g.,
aging out data). The threshold period of time can include, for
example, a year a month, etc. Alternatively and/or in addi-
tion, a threshold data size can be used to initiate data
deletion. For instance, a threshold data size can include an
absolute size that the data store may not grow beyond or a
maximum percentage of all available space that can be used
by the data store. The data to be deleted in such cases may
be selected using various methods, including but not limited
to deleting the oldest data for each metric until the data store
is again under the threshold data size. By automatically
deleting persisted data associated with the metric service, the
persisted data may not grow unbounded.

In various examples, as further discussed herein, the
metric service engine 104 can restore a metric instance
associated with a metric upon failure of a portion of the
SDN. The portion of the SDN can include the external
component, internal component, controller, metric proxy
engine 103, and/or metric service engine 104, or a combi-
nation thereof. For instance, an external component and/or
the controller/metric proxy engine 103 can have a failure.
The failure can cause the portion of the SDN to shut-down
for a period of time. In response to the failure and a
subsequent call (e.g., API call) for the metric from a com-
ponent of the SDN, metadata of the metric can be identified
in storage of the SDN and the metric instance can be restored
using the identified metadata.

FIG. 2 illustrates a diagram of an example computing
device 208 according to the present disclosure. The com-
puting device 208 can utilize software, hardware, firmware,
and/or logic to perform a number of functions described
herein.

The computing device 208 can be any combination of
hardware and program instructions configured to share
information. The hardware, for example can include a pro-
cessing resource 209 and/or a memory resource 211 (e.g.,
computer-readable medium (CRM), machine readable
medium (MRM), database, etc.). A processing resource 209,
as used herein, can include any number of processors
capable of executing instructions stored by a memory
resource 211. Processing resource 209 may be integrated in
a single device or distributed across multiple devices. The
program instructions (e.g., computer-readable instructions
(CRI)) can include instructions stored on the memory
resource 211 and executable by the processing resource 209
to implement a desired function (e.g., process a metric of an
external component).

The memory resource 211 can be in communication with
a processing resource 209. A memory resource 211, as used
herein, can include any number of memory components
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capable of storing instructions that can be executed by
processing resource 209. Such memory resource 211 can be
a non-transitory CRM or MRM. Memory resource 211 may
be integrated in a single device or distributed across multiple
devices. Further, memory resource 211 may be fully or
partially integrated in the same device as processing
resource 209 or it may be separate but accessible to that
device and processing resource 209. Thus, it is noted that the
computing device 208 may be implemented on a participant
device, on a server device, on a collection of server devices,
and/or a combination of the user device and the server
device.

The memory resource 211 can be in communication with
the processing resource 209 via a communication link (e.g.,
a path) 210. The communication link 210 can be local or
remote to a machine (e.g., a computing device) associated
with the processing resource 209. Examples of a local
communication link 210 can include an electronic bus
internal to a machine (e.g., a computing device) where the
memory resource 211 is one of volatile, non-volatile, fixed,
and/or removable storage medium in communication with
the processing resource 209 via the electronic bus.

A number of modules 213, 214 can include CRI that when
executed by the processing resource 209 can perform a
number of functions. The number of modules 213, 214 can
be sub-modules of other modules. For example, the metric
proxy module 213 and the metric service module 214 can be
sub-modules and/or contained within the same computing
device. In another example, the number of nodules 213, 214
can comprise individual modules at separate and distinct
locations (e.g., CRM, etc.).

Each of the number of modules 213, 214 can include
instructions that when executed by the processing resource
209 can function as a corresponding engine as described
herein. For example, the metric proxy module 213 can
include instructions that when executed by the processing
resource 209 can function as the metric proxy engine 103. In
another example, the metric service module 214 can include
instructions that when executed by the processing resource
209 can function as the metric service engine 104.

FIG. 3 is a flow diagram of an example of an environment
for processing metrics of components of a SDN according to
the present disclosure. The environment, as illustrated by
FIG. 3, can include a controller 320.

The controller 20 can include a SDN network controller
(e.g., as discussed further herein). SDN is a form of network
virtualization in which the control plane is separated from
the data plane and implemented in a software application.
Network administrators can therefore have programmable
centralized control of network traffic without requiring
physical access to the network’s hardware devices. In some
examples, the controller 320 can be a discrete device, such
as a server. In some examples, the network controller 320
can be a distributed network controller, for example, such as
a cloud-provided functionality. One example of a protocol
for SDN is OpenFlow, which is a communication protocol
that gives access to the forwarding plane of a network switch
over the network. Some examples of the present disclosure
can operate according to an OpenFlow or other SDN pro-
tocol, and/or a hybrid of a SDN protocol combined with
“normal” (e.g., distributed control plane) networking.

The controller 320 can be in communication with and/or
have control over network devices and/or components. For
example, network devices can be switches, routers, hubs,
and/or bridges, among other devices and/or hops. Examples
are not limited to the specific number of network compo-
nents illustrated in the network. In various examples, a
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portion of the components may be external to the controller
320. For instance, external component 328 is external to the
controller 320.

The controller 320 and the network devices and/or com-
ponents can be in communication using a communication
protocol. For instance, the communication protocol can
include a communication link between the controller 320
and the network devices and/or components using a secure
channel. The communication protocol, in various examples,
can include an OpenFlow protocol. As an example, the
controller 320 can use the communication protocol to man-
age the network components.

As illustrated by FIG. 3, the controller 320 can include a
metric service 322. The metric service 322 can include
hardware and/or program instructions (e.g., computer-read-
able and executable instructions) configured to track metrics
for internal and external components of the SDN. The metric
service 322 can create a mapping of metric metadata (e.g.,
identification metadata of each metric instance) and a unique
identifier of each metric. Entries can exists for persisted
metric instances that are in use and for metric instances that
are no longer in use but for whom data still exists in storage
of the controller 320 because the time series data has not yet
aged out, as discussed further herein.

The metric service 322 can, in a number of examples,
create a metric registry 324. The metric registry 324 can
track each metric instance that has been created and is still
in use. For instance, entries can exist for metric instances
with persisted data and/or without.

The metric service 322 (e.g., using a metric descriptor
storage, as discussed further herein) can store descriptor
information in storage 330 that can be provided when
creating persisted data for a metric instance (e.g., updating
the time stamped value) as well as the unique identifier for
the metric instance. The descriptors stored by the metric
registry 324 can be used to store persisted time series data
in storage 332. The descriptor information can be persisted
in a file system named descriptors 330. For instance, the
descriptor information can include the descriptor object
and/or other metric data.

The external component 328 can send a request to the
metric proxy 326 (e.g., within the controller 320) to request
creation of a metric. The request can be sent, for instance,
using an API. For instance, the external component 328 can
send an API call to the metric proxy 326. The API call can
include identification metadata for the requested metric. For
example, the API/API call can include a Representational
State Transfer (REST) API/REST API call. Alternatively
and/or in addition, an internal component (e.g., not illus-
trated in FIG. 3) can send a request to the metric service 322
to request creation of the metric. The request from the
internal component can include the descriptor object.

In response to the request, the metric proxy 326 can create
a descriptor object and notify the metric service 322 of the
created descriptor object. The notification can appear, to the
metric service 322, as a request for a metric. The metric
service 322 can create a metric and the metric registry 324
can store a metric instance of the metric. The metric service
322 can return a unique identifier registered (e.g., assigned)
to the new metric to the metric proxy 326, which can provide
the unique identifier to the external component 328 and/or
the internal component as part of its return from the API call
that initiated creation of the metric.

The external component 328 and/or internal component
can send updated values for the metric to the controller 320
(and/or a second external component that the metric service
322 and metric proxy 326 reside on, as discussed further
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below). For instance, the external component 328 can send
a call (e.g., an API call) to the metric proxy 326 within the
controller 320. The call can include a value for the metric
and the unique identifier for the metric to be updated. The
metric proxy 326 can update a value for the metric instance
associated with the unique identifier using the value. The
metric service 322 can time stamp the value for the metric
with the current time of the controller 320 when the request
for the metric update is received from the metric proxy 326.
The metric service 322 can accumulate such updates in
RAM for a period of time; the value of some of the metrics
may be updated many times during such a period of time,
some may be updated infrequently or once, and/or some may
not be updated at all. Periodically the metric service 322 can,
independently of updating metric values save, in storage 332
of the controller 320, a summarized value for each of a
plurality of metric instances saved in the controller 320 at a
predefined period of time (e.g., a summary interval) includ-
ing the updated value (e.g., a time stamped value) for the
metric. For instance, the summarized values for each of the
plurality of metrics, along with their corresponding time
spans as previous discussed, can be persisted in storage 332
of the controller 320.

The time stamped values for each metric can be persisted
(at each summary interval), in various ways, as time series
data in storage 332. For example, the time series data can
include a flat file system and/or a relational database, among
other storage techniques.

In various examples, the value for the metric sent from the
external component 328 and/or the internal component may
or may not include an updated value. For instance, the metric
proxy 326 can search for the metric instance within the
controller 320 based on the unique identifier (e.g., contained
in the call). The metric proxy 326 can apply (e.g., update) the
value to the metric instance within the controller 320 in
response to the value in the call including an update or not
apply the value to the metric instance in response to the
value in the call including the same value as previously
stored within the controller 320 (e.g., the existing value in
RAM is the same as a value sent from the external compo-
nent 328).

Although the examples of FIG. 3 and FIG. 4, as further
discussed herein, illustrate the metric service 322, 422, the
metric proxy 326, 426 and the various components of the
metric service described herein as residing on the controller
320, 420, examples in accordance with the present disclo-
sure are not so limited. In various examples, the metric
service 322, 422, the metric proxy 326, 426 and the various
components of the metric service as illustrated by FIG. 3 and
FIG. 4 can reside on a component external to the controller
320, 420 (e.g., a separate processing node from the control-
ler 320, 420).

FIG. 4 is a flow diagram of an example of an environment
for processing metrics of components of a SDN according to
the present disclosure. The environment illustrated by FIG.
4 can include the same environment or a different environ-
ment from the environment illustrated in FIG. 3, in a number
of examples of the present disclosure.

For instance, the environment can include a SDN with a
controller 420. The SDN can include an internal component
434 and an external component 428 to the controller 420.
Although the present example illustrates a single internal
component 434 and a single external component 428,
examples in accordance with the present disclosure can
include more or less than one internal component and one
external component.
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The controller 420 can include a metric service 422
configured to track metrics for internal and external com-
ponents of the SDN. The metric service 422 can include a
metric manager component 436. The metric manager com-
ponent 436 can include hardware and/or program instruc-
tions to launch the metering system within the controller
420. For instance, the metric manager component 436 can
create an instance of the metric manager 438. The metric
manager 438 can include program instructions to create a
number of data structures. The metric manager 438 can
disseminate references to the created data structures else-
where as needed.

The number of data structures created by the metric
manager 438 can include the metric registry 424, the metric
map manager 448, and the metric descriptor storage 446 data
structures. As previously discussed, the metric registry 424
can be used to track each metric instance that has been
created and is still in use. The metric map manager 448 can
manage a complex multi-level data structure (e.g., a hash-
map) that maps the identification metadata of a metric to the
unique identifier that is allocated to the metric instance.
Entries in the metric map manager 448 can exist for per-
sisted metric instances that are in use and metric instances
with persisted values that are not in use (but for which stored
time series data has not yet aged out). The metric descriptor
storage 446 can retain the descriptor information that is
provided when creating persisted data for a metric as well as
the unique identifier for the metric instance. The descriptor
information is persisted in a file system (e.g., descriptors
430) every time a new metric is created so that the infor-
mation is retained in case of a failure of the metric service
422 and/or the controller 420. When the metric descriptor
storage 446 is allocated, it initializes an in-memory (e.g.,
RAM) representation of the data from this file (descriptors
430).

Further, the number of data structures created by the
metric manager 438 can include the metric data aging 440,
the metric data storage 442, and the metric data read 444
data structures. These data structures can orchestrate data
persistence, data aging, and data reading of the metric
service 422. The metric data storage 442 can coordinate all
persistence of values (e.g., time stamped values) of metrics
to storage (e.g., in storage 432 as times series data). The
metric data storage 442 can periodically fire a worker thread
(e.g., sequence of program instructions), such as at the top
of each minute, which goes through each metric instance in
use and persists their summarized values as needed. The
worker thread can use the metric registry 424, the metric
map manager 448, and the metric descriptor storage 446 data
structures, among others, for this process.

The metric data read 444 data structure can provide
backing business logic for API requests (e.g., REST API
requests) to retrieve time series data from storage 432 fore
specific metric instance. The metric data read 444 can read
the time series data from storage 432 (independently from or
at the behest of the metric manager 438) to fulfill the request.

The metric data aging 440 data structure can fire a worker
thread periodically, such as once per day, to delete (e.g.,
trim) data from the data structures and storage (e.g., data
saved in RAM and data saved in non-volatile storage) after
a threshold period of time and/or a threshold data size is
reached (e.g., aging out data). For instance, the threshold
period of time can include a period of time the data has been
saved, the data has not been used, and/or the metric has not
been used, among other times. Examples threshold periods
of time can include a month, three months, a year, etc. A
threshold data size can include a maximum data size of data
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stored (e.g., for/by the metric service 422). The data can be
deleted, for instance, based on the time stamp of each value
and/or a time stamp of the creation of the metric. For
example, the metric descriptor storage 446 can retain a time
stamp for each entry that the metric data aging 440 can
consult to determine whether to delete data. Further, once a
metric is created, the metric descriptor storage 446 can
initialize a time stamp with the creation time of the metric.

Although the example of FIG. 4 illustrates a number of
components and data structures, examples in accordance
with the present disclosure are not limited to the components
and data structures illustrated by FIG. 4. For instance,
examples in accordance with the present disclosure can
include fewer or more components and data structures than
illustrated by FIG. 4.

For example, the number of data structures created by the
metric manager 438 can include a JMXreporter. A IMXre-
porter data structure can be notified by the metric registry
424 when a metric is created whose value is configured to be
exposed via Java Management Extensions (JMX). The
JMXcreporter can register the metric with the controller’s
420 JMX server instance. When values for the metric are
refreshed via the IMX server, the JMX server extracts data
directly from the metric instance within the controller 420.
When the metric is unregistered from the metric registry
424, the IMXreporter is notified and it unregisters the metric
from the JMX server instance.

As an example of creating a metric requested by an
external component 428, the external component 428 can
send an API call to the metric proxy 426 to request the
creation of a metric. The metric proxy 426 can create a
descriptor object in response to the request and notify the
metric service 422 of the descriptor object. Alternatively, as
an example of creating a metric requested by an internal
component 434, the internal component 434 can send a
request for a metric to the metric service 422 that contains
a descriptor object. The metric service 422 can create a
metric instance, in response. For example, the metric man-
ager 438 of the metric service 422 can consult the metric
map manager 448 to determine whether the identification
metadata of the metric in the request maps to a known
unique identifier. The metric manager 438 can perform a
check with the metric registry 424 to determine if the
identification metadata matches to any metric instances in
use. If the identification metadata does not match any metric
instances in use but does match a metric instance that is no
longer in use but for which persisted time series data still
exists (e.g., has not yet aged out), then the requested metric
is a metric that previously existed but is no longer in use.
However, because the metric map manager 448 contains a
reference to the metric, the metric’s previous use was recent
enough that not all time series data has aged out. To provide
continuity from the previous data to data that will be collect
anew, the same unique identifier is reregistered (e.g., reas-
signed) to the newly created metric and returned, as previ-
ously described, to the external component 428 and/or
internal component 434.

In various examples, the metric service 422 can restore a
metric instance associated with a metric within the controller
420 upon failure of a portion of the SDN. For instance, an
external component 428, internal component 434 and/or the
controller 420/metric proxy 426/metric service 422 can have
a failure (e.g., shut down). The failure can cause the portion
of the SDN to shut-down for a period of time, for example.
In response to the failure and a subsequent call (e.g., API
call) for the metric from an external component 428 and/or
an internal component 434, metadata of the metric can be
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identified in storage of the SDN (e.g., in storage of the
controller 420) and the metric instance can be restored using
the identified metadata.

In some examples, the external component 428 and/or the
internal component 434 of the environment may have a
failure. As previously discussed, identification metadata of
the metric can be mapped to a unique identifier of the metric
and the unique identifier can be saved in storage of the
controller 420 (e.g., the hashmap retained by the metric map
manager 448). Once the external component 428 and/or
internal component 434 restores connection (e.g., resolves
the failure), the external component 428 and/or internal
component 434 can resend a request for the metric to the
metric proxy 426 (e.g., for an external component 428)
and/or to the metric service 422 (e.g., for an internal
component 434). The metric service 422 can search for the
unique identifier (e.g., persisted in storage) using the iden-
tification metadata of the metric in the call. In response to
identifying the metric previously existed (e.g., finding the
unique identifier using the identification metadata), the
unique identifier can be reregistered (e.g., reassigned) to the
metric to restore the metric instance and returned, as previ-
ously described, to the external component 428 and/or the
internal component 434.

As an example, the metric proxy 426 can notify the metric
service 422 of the request for the metric from the external
component 428 and/or the internal component 434 can send
a request to the metric service 422 for the metric. The metric
manager 438 can consult the metric map manager 448 to
determine whether the identification metadata in the request
for the metric maps to a known unique identifier. In response
to the identification metadata mapping to a unique identifier
stored in the hashmap of the metric map manager 448, the
metric service 422 can reregister the unique identifier to the
metric to restore the metric instance. Thereby, values for the
metric that are sent from the external component 428 and/or
internal component 434 before and after the failure can be
stored with a reference to the same unique identifier. A
subsequent call for time series data of the metric instance by
the external component 428 and/or internal component 434
of the SDN can return time series data from before and after
the failure.

Alternatively, the controller 420, metric service 422,
and/or metric proxy 426 can have a failure. Because the
metric service 422 and metric proxy 426 are located within
the controller 420, in some examples, if the controller 420
has a failure then the metric service 422 and metric proxy
426 may also have a failure. In such examples, once the
controller 420, metric service 422, and/or metric proxy 426
restores connection (e.g., resolves the failure) to the SDN,
the external component 428 can send an API call to update
the metric value to the metric proxy 426. The unique
identifier of the metric in the call can be used to search in the
metric map manager 448 to determine whether the unique
identifier maps, initialized upon recovery from the metric
descriptor storage 446 and the file system (e.g., descriptors
430), for a persisted value to determine whether the metric
was already in use before the failure. In response to finding
a persisted value (e.g., persisted descriptor information in
storage 430), the metric instance can be recreated in storage
ofthe controller 420 and the recreated metric instance can be
updated with the time stamped value of the metric contained
in the call.

In various examples, the metric service 422 can have a
failure while the metric proxy 426, internal component 434,
and/or other components internal to the controller 420 do not
have a failure. In such instances, the internal component 434
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and/or the metric proxy 426 can hold one or more metric
instances (e.g., object containing descriptor information
and/or other metadata of the metric and/or that tracks value
updates of the metric) in storage of the controller 420. The
metric instances exist in storage of the controller 420 (e.g.,
stored in RAM) because the internal component 434 that
requested the metrics have references to the one or more
metric instances and/or the metric proxy 426 has references
to the one or more metric instances of metrics requested
from the external component 428. When the metric service
422 recovers from the failure, the internal component 434
and/or the metric proxy 426 can re-register the one more
metrics that the external component 428 and/or internal
component 434, respectively, have references to (e.g., using
the metric instances stored in RAM). The metric service 422
can subsequently resume summarizing and persisting values
for the metric instances.

In some examples, the external component 428 and/or the
internal component 434 may send a call while the failure is
occurring (and the call may fail). In such instances, the
external component 428 and/or the internal component 434
can resend the call at the next predefined period of time, at
a preset time (e.g., try again in five minutes) and/or at the
next update to the value of the metric, among other times. In
other instances, the controller 420, metric service 422,
and/or metric proxy 426 may reconnect/resolve a failure
prior to the external component 428 and/or the internal
component 434 sending a call; in such instances, the external
component 428 and/or the internal component 434 can be
unaware of the failure.

Although the present environment examples of FIGS. 3
and 4 illustrate a single controller 320, 420, environments in
accordance with the present disclosure are not so limited.
For example, environments can include a plurality of con-
trollers. Each of the plurality of controllers can include a
metric service instance, a metric proxy instance, a metric
registry instance, and/or the various other features described
in relation to FIGS. 3 and 4. Alternatively, one of the
plurality of controllers can include a master controller for
the network that includes the metric service, a metric proxy,
a metric registry, and/or the various other features described
in relation to FIGS. 3 and 4.

FIG. 5 illustrates a flow chart of an example of a method
550 for processing metrics of components of a SDN accord-
ing to the present disclosure. At 552, the method 550 can
include registering a unique identifier for each of a plurality
of metrics, each of the plurality of metrics being associated
with a metric requested by a component of a SDN.

At 554, the method 550 can include saving, in storage of
the SDN, a metric instance (e.g., an object containing
descriptor information and/or other metadata of the metric)
for each of the plurality of metrics. For example, the metric
instances can be saved in RAM and/or in non-volatile
memory of the controller of the SDN and/or an external
component of the controller at a summary interval. The
metric instance, as previous discussed, can include the
descriptor information for each metric requested for cre-
ation.

At 556, the method 550 can include receiving a call from
a component of the SDN. The component can include an
internal or external component to the controller of the SDN.
The call can include a value for a metric among the plurality
of metrics and the unique identifier of the metric. For
example, the call can include a REST API call from the
external component to a metric proxy within the controller.
The value can, for instance, be time stamped with the current
time of the controller by the metric service. At 558, the
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method 550 can include updating a value for the metric
instance associated with the unique identifier using the
value.

At 560, the method 550 can include saving, in storage of
the SDN, a value for each of the plurality of metric instances
at a predefined period of time, including a summarized value
for the metric. For instance, in some examples, the updated
value for the metric can be used to compute the summarized
value. The value stored for each of the plurality of metrics
can include summarized values for each metric. The storage
can include storage within the controller and/or an external
component to the controller (e.g., a separate processing
node). The predefined period of time can include, for
example, a summary interval.

In a number of examples, the call from the component can
include or not include an updated value for the metric. For
instance, the metric instance in storage of the SDN can be
searched for in response to the call. The value contained in
the call can be applied to the metric instance in response to
the value including an update (e.g., not matching the pre-
viously persisted value). The values contained in the call
may or may not be applied to the metric instance in response
to the value including the same value as stored within the
SDN (e.g., matching the previously persisted value)

In some examples, time series data can be returned for at
least a portion of the plurality of metrics in response to an
API call for the values. For instance, a component (e.g.,
external or internal) can call for time series data of one or
more metrics. The time series data corresponding to the
unique identifiers and/or metadata in the call (e.g., a REST
API call) can be returned to the component.

In accordance with various examples of the present dis-
closure, a metric instance can be terminated. For example,
the external component can send a call to the metric proxy
to terminate a metric instance requested by the external
component and/or an internal component can request the
metric service to terminate a metric instance. The metric
instance can be terminated, for instance, using the metric
service, in response to notification from the metric proxy of
the request and/or in response to the request from the
internal component. The metric instance can be deactivated
and removed from memory, no longer used to store new
times series data, but the metric metadata and time series
data saved before the metric is terminated may not be
deleted from storage until the most recent time series data
saved for the metric is aged out of the data store. Alterna-
tively, all stored data relating to a terminated metric can be
removed from the data store, including metric metadata and
time series data. The above provided examples illustrated in
FIGS. 1-4 can be performed by and/or using a metric
service. The metric service can be used by SDN applications
that may have components that are internal and/or external
to the controller of the SDN. The metric service can allow
such components, irrespective of their location relative to
the controller, to register metrics of various types with the
metric service. The components are given a unique identifier
for each metric upon its creation that allows the components
to uniquely identify the metric during subsequent updates of
the metric value. The updates may be done with any
frequency and at regular or irregular intervals. The compo-
nents can further terminate the metric when it is no longer
needed. Metrics can be exposed to real-time inspection via
other services, such as JMX.

Metric values can be saved as time series data. For
instance, the metric service can periodically summarize
metric values and persist the summarized values to disk as
time series data. Such data can be retained for metrics that
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are terminated until the last of the time series data for a give
metric has aged out. The time series data may be aged by
several criteria, including how old the data is, how large the
data store is, or how much free space remains on the medium
used to store the data. The time series data may be retrieved
by other applications that wish to analyze it, and information
is persisted along with the summarized values that permit
the requestor to either analyze the raw summarized values
that are returned or normalize them as rates.

In the preceding detailed description of the present dis-
closure, reference is made to the accompanying drawings
that form a part hereof, and in which is shown by way of
illustration how examples of the disclosure may be prac-
ticed. These examples are described in sufficient detail to
enable those of ordinary skill in the art to practice the
examples of this disclosure, and it is to be understood that
other examples may be used and the process and/or struc-
tural changes may be made without departing from the scope
of the present disclosure.

The figures herein follow a numbering convention in
which the first digit or digits correspond to the drawing
figure number and the remaining digits identify an element
or component in the drawing. Elements shown in the various
examples herein can be added, exchanged, and/or eliminated
so as to provide a number of additional examples of the
present disclosure.

In addition, the proportion and the relative scale of the
elements provided in the figures are intended to illustrate the
examples of the present disclosure, and should not be taken
in a limiting sense. As used herein, “a number of” an element
and/or feature can refer to one or more of such elements
and/or features.

What is claimed:

1. A system for processing a metrics of a software-defined
network (SDN, comprising:

a processor and a non-transitory computer readable

medium to implement:
a metric proxy engine to create a descriptor object in
response to a request for the metric from a compo-
nent external to a controller of a SDN; and
a metric service engine to:
create a metric instance for the metric requested
using the descriptor object;

register a unique identifier associated with the metric
in storage of the SDN; and

delete stored data based on at least of one of a
threshold period of time and a threshold data size.

2. The system of claim 1, wherein the metric proxy engine
returns the registered unique identifier as part of a return to
an application program interface (API) call from the external
component to request the creation of the metric.

3. The system of claim 1, wherein the metric proxy engine
updates the metric instance with the value in response to a
received call containing the value and the unique identifier
of the metric instance to be updated from the external
component.

4. The system of claim 3, wherein the external component
sends the value of the metric and the unique identifier of the
metric instance at least one of a predefined period of time,
when the value is changed, and randomly.

5. The system of claim 1, wherein the metric service
engine time stamps an updated value of the metric and saves
the updated time stamped value of the metric in the storage
of controller at a predefined period of time.

6. The system of claim 1, wherein registering the unique
identifier includes the metric service engine mapping iden-
tification metadata of the metric to the unique identifier.



US 9,454,575 B2

15

7. The system of claim 1, wherein the metric service
engine saves a summarized value for each of a plurality of
existing metric instances, including the metric, at a pre-
defined period of time.

8. The system of claim 7, wherein the metric service
engine saves a time span for each of the plurality of metric
instances corresponding to the predefined period of time.

9. A non-transitory computer-readable medium storing
instructions executable by a processing resource to cause a
computer to:

map identification metadata of a metric to a unique

identifier of the metric, the metric including a metric
requested by a component of a software-defined net-
work (SDN);

save the unique identifier in storage of the SDN;

identify metadata of the metric in storage in response to

failure of'a portion of the SDN and a subsequent call for
the metric from the component, the call including
identification metadata of the metric; and

restore a metric instance associated with the metric using

the identified metadata of the metric.

10. The non-transitory computer-readable medium of
claim 9, wherein the instructions executable by the process-
ing resource to identify the metadata include instructions
executable to search for the unique identifier using the
identification metadata in the call.

11. The non-transitory computer-readable medium of
claim 9, wherein the instructions executable by the process-
ing resource to identify the metadata include instructions
executable to search for a persisted value of the metric using
the unique identifier for the metric in the call.

12. The non-transitory computer-readable medium of
claim 9, wherein the instructions executable by the process-
ing resource to restore the metric instance include instruc-
tions executable to reassign the unique identifier to the
metric in response to identifying the unique identifier using
the identification metadata in the call.

13. The non-transitory computer-readable medium of
claim 9, wherein the instructions executable by the process-
ing resource to restore the metric instance include instruc-
tions executable to:
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recreate the metric instance in storage of the SDN; and

update the metric instance to include a value of the metric

contained in the call.

14. A method of processing a metric of an external
component, comprising:

registering a unique identifier for each of a plurality of

metrics, each of the plurality of metrics being associ-
ated with a metric requested by a component of a
software-defined network (SDN);

saving, in storage of the SDN, a metric instance for each

of the plurality of metrics;
receiving a call from a component of the SDN; the call
including a value for a metric among the plurality of
metrics and the unique identifier of the metric;

updating a value for the metric instance associated with
the unique identifier using the value; and

saving, in storage of the SDN, a value for each of the

plurality of metric instances at a predefined period of
time, including a summarized value for the metric.

15. The method of claim 14, including:

searching for the metric instance in storage based on the

unique identifier in response to the call; and

applying the value to the metric instance in response the

value in the call including an update.

16. The method of claim 14, including:

searching for the metric instance in storage based on the

unique identifier in response to the call; and

not applying the value to the metric instance in response

the value in the call including the same value as stored
in storage of the SDN.

17. The method of claim 14, including returning time
series data for at least a portion of the plurality of metrics in
response to a call for the values.

18. The method of claim 14, including terminating the
metric instance of the metric requested by the component in
response to a request from the component.
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